
plaintext codeword
senator rabbit
soft money applesauce
next Monday green
vote think

Table 1: A code table fragment

1.2 Substitution ciphers

In the case of a cipher, by way of contrast, the key transforms individual plain-
text letters and other characters, or fixed-length groups of several characters,
into new characters—the ciphertext. To use the key to transform plaintext into
ciphertext is to encipher that plaintext; to use the inverse key to transform
ciphertext back into plaintext is to decipher that ciphertext.

One type of cipher simply rearranges the letters of the given plaintext. The
ciphers we shall study, however, are substitutions, where letters of the plain-
text are replaced by different letters of the alphabet.

One example of a substitution cipher is a “cryptogram” such as you may
have seen in a newspaper’s puzzle section. Here is an example (the ciphertext
is arbitrarily grouped into sets of five letters):

y p q m k a y c a z l f x y z

a b c d e f g h i j k l m n o p q r s t u v w x y z
f t g s m o n a y v p d c q z r w l e x h b k i u j

Table 2: A substitution cipher

You can solve such a cryptogram, that is, discover the secret meaning, if
you know the key. For the one above, the key is given by Table 2, where below
each plaintext letter is the corresponding ciphertext letter. What is the secret
plaintext in this example?

Of course, it’s no fun or challenge to decipher a message if you know the
key. What you really want to be able to do is figure out what the key and
its inverse are—as we shall say, to crack the cipher (in technical terms, to
“cryptanlyze” it). A simple letter-for-letter substitution, such as in the example
above, may be fairly easy to crack if you have enough ciphertext. For then you
can statistically analyze the ciphertext, by looking for letters (or even letter
pairs or triples) appearing frequently or infrequently in it and then making use
of known frequencies of letters (or pairs or triples) in typical English text. For
example, one standard table of letter frequencies in English lists e t a o n i r
s h d l u as the most frequent, in that order.
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